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Abstract

In a world of uncertainties, where organizations, institutions and individuals are
threatened with challenges of insecurity, rape, kidnap, and diseases like covid-19,
both teachers and students tend to teach and learn in fear. The advent of covid-19
made institutions adopt more pragmatic approaches to teaching and learning.
Therefore, this paper examines cloud computing: a tool for effective teaching and
learning process in unprecedented conditions. It is concluded that the major benefits
derived from the use of cloud computing in Nigerian Universities include enhanced
availability, which is the most important factor driving most Universities in Nigeria to
adopt cloud computing, followed by cost efficiency, reduced IT complexities, low
environmental impact, scalability, mobility, and reduced investment in physical assets
in a cloud environment increased operability. However, it is recommended that cloud
service providers increase their public awareness campaigns aimed at informing the
public about the advantages and hazards of cloud adoption by Nigerian businesses.

Key words: Cloud computing, Unprecedented Conditions, Cloud Computing
Integration

Introduction

Cloud computing, facilitated by information and communication
technology (ICT), is a powerful enabler of educational change and reform,
allowing for the introduction of new teaching and research methods as well as
the provision of educational facilities for online learning, teaching, and
research collaboration (Fagbola, 2015). Cloud computing is a conformable tool
that can solve the challenges of uncertainties of insecurity and pandemic
diseases like covid-19 that have posed a threat to the conventional way of
teaching/learning. Since 2012, from the Global Peace Index (GPI), Nigeria has
dramatically experienced a consistent ranking of low peace. According to
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Adaghba, et al. (2012), Uhunmwuangho, and Aluforo (2011), the government's
attempts to reduce insecurity have not achieved enough beneficial results.

The covid-19 disease has constituted a major Public Health Challenge
not just in Nigeria but in the whole world resulting in lockdowns and closure
of education institutions across the globe. Insecurity and covid-19 have caused
real interferences in the Nigerian education system. Therefore, this paper
presents Cloud-Computing as a tool for effective teaching and learning in an
unprecedented situation as a lasting solution to these challenges.

Review of Literature
Origin of cloud computing

Cloud computing, which sprang from the Internet and the web, ushers
in a new age of computing by altering the way we work, think, do business,
and connect throughout the world. It is a practical innovation that comprises
cloud computing service providers renting common business apps or services
online to customers on a pay-as-you-go or subscription basis (Nnadozie, 2013).

Computing as we know it began in the 1960s with mainframe data centre
computing  (pay-per-use method). This was quickly followed by
personal/minicomputer computing, at which time computers were widely
available and inexpensive. Following that, we entered the Client-Server
computing era, which was characterized by distributed network computing.
The origins of cloud computing may be traced back to August 24, 2006, when
Amazon publicly tested its Elastic Computing Cloud (EC2) with the goal of
providing developers with an infrastructure that could be rented to suit their IT
requirements (T-Systems, 2011).

The phrase cloud computing, on the other hand, gained widespread in
2007 when it was first used in the English Wikipedia on March 3, 2007.
Today, network virtualization has aided the emergence of cloud computing by
allowing a dynamic data centre to offer a pool of resources that customers may
use as required to match their workloads and changing business needs.
Concept of cloud computing
After the personal computer (PC) and the internet, the third (3rd) technological
revolution, known as cloud computing, was born as a result of logical,
architectural developments and conceptual, in grid computing,internet,
networking,and (Mehmet and Serhat, 2011). Cloud computing may be defined
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as a three-tiered platform for delivery, development, and application (Anjali &
Pandey, 2013; Sclater, 2010).

1. Delivery Platform: A delivery platform, such as Amazon Elastic
Cloud, employs on-demand cloud-based infrastructure to install
infrastructure or applications.

2. On-Demand: A general-purpose programming language is provided by
the on-demand cloud-based development environment (for example,
Google sites,Coghead, Bungee Labs).

3. Application platform: It is used to create and deliver end-user
applications as an application platform (for example, Google
docs,NetSuite, Cisco-WebEx and Salesforce.com,).

The phrase "cloud computing,” on the other hand, has become a prominent
marketing phrase that requires clarification via appropriate definitions. Only
four will be examined in this paper out of numerous. Cloud computing,
according to Olabiyisi et al. (2012), is a ubiquitous, flexible, on-demand
network access to a shared pool of customizable computing resources (for
example, data centres, servers, applications,networks, and services) that may
be promptly delivered and released with minimum engagement from the
service provider or administration. It is in tremendous demand as it provides
dynamic, self-service, shared infrastructure, and virtualized pay-per-use
platforms. “Computing via the Internet, is opposed to computing on a
desktop.This definition only succeeds in admitting cloud computing's
dependency on the Internet. Cloud computing, according to (Cisco 2009), is
"IT resources and services abstracted from the underlying infrastructure and
offered "on-demand” and "at scale™ in a multitenant environment." This
statement emphasizes three (3) basic aspects of cloud computing: on-demand,
at scale, and multi-tenancy. Cloud computing, according to Accenture (2011),
is "the dynamic provision of IT capabilities (services, software, or hardware,)
from third parties over a network." Cloud computing's on-demand, multitenant
and at-scale, qualities is represented in this statement.

However, the US National Institute of Standards and Technology (NIST, 2016)
defined cloud computing as “a model for enabling convenient, on-demand
network access to a shared pool of configurable computing resources (e.g.
servers, services, networks,applications, and storage) that can be rapidly
released and provisioned with minimal management effort or serendipity” in
2011. Among all of these definitions, most authors agree that cloud computing
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is an internet-based on-demand service based on the notion of resource
sharing.

During each time interval, some customers commence access, demanding the
cloud provider's service, while others terminate access, releasing previously
held resources. Other customers, on the other hand, may be fully involved with
the services they demand from the service provider. The service provider has a
variety of gear that allows it to successfully handle peak client service demand.
Hardware that is not in use is switched off to save energy and money and
improve resource efficiency. Furthermore, in the event of hardware failure, the
cloud may abandon the usage of failed hardware in favour of functional
hardware, while the provider replaces the old failing hardware with new ones
in due course, ensuring consistent service delivery despite service failures and
service life expirations (Nnadozie, 2013).

Characteristics of cloud computing

NIST established fundamental qualities, service models, and deployment
models (Nnadozie, 2013). These five key traits are listed below:

On-demand self-service refers to a client's capacity to sign up for and get
services from any cloud provider at any time.

Broad network access: This refers to a client's capacity to use any standard
computer device, such as a desktop, laptop, or smartphone, to access the cloud
provider's services through internet connections.

Resource pooling: The cloud provider's computer resources are readily
accessible and each customer may utilize them as needed to satisfy their
requirements. Regardless matter where the customer is located,

Rapid elasticity: Because various customers have various workload demands,
cloud computing may scale up and down to match each client's needs.

Client resource usages are openly recorded to indicate the real rate of
utilization by each client in a measured service.

In terms of on-demand SaaS, PaaS, and laaS, Katz (2010) highlighted nine key
characteristics of cloud computing in higher education:

* i. Improving access to limited IT skills and knowledge.

« i1. Increasing the size of IT services and resources.

« iii. Encouraging even more IT standardization.

* iv. Shortening time to market by reducing IT supply bottlenecks.

« v. Controlling or preventing ad hoc consumerization of company IT services.

* vi. Streamlining the matching of IT expenses, demand, and finance.

Cloud computing service and deployment models
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According to numerous scholars, there are three basic service models. They are
as follows:

e Software as a service (SaaS): Applications created for end users and
supplied through web browser as services that may be shared to many
clients on demand. Google Applications, Google Maps for Business,
and salesforce.com are some examples.

e Platform as a service (PaaS): This service offers the tools you need to
make the creation, deployment, and maintenance of applications easier.
Google App Engine, Amazon Simple Storage Service, Amazon Map
Reduce, and Microsoft Azure platform are other examples.

e Infrastructure as a service (laaS): This is the supply of computer
infrastructure as a service, including operating systems, network
connection, virtualization technologies, servers, and data centre space.
Cloud, Google Infrastructure cloud, Microsoft Azure, and Rackspace
are some examples (Badger &Grance, 2011, Kepes, 2011, Landis
&Blacharski, 2010).

Cloud Computing Deployment Models

According to Sun Microsystems (2010), cloud computing is divided into three
deployment models:

1. the use of public clouds2. Personal clouds 3. clouds that are hybrids.

Ahmed and Manal, (2014), said that cloud computing is categorized into four
groups and this view was supported by (CSRC, "Cloud computing”, 2014).
They include:

Private Cloud: Is a computing model that offers a sole proprietary
environment for a business entity. It is possible that the organization owns,
manages, and operates it. Like-minded education or research groups may
employ a shared cloud infrastructure thanks to shared services models and
private clouds. Oracle (Oracle, 2011).

Community Cloud: It is a combined distributed resource provision from
Green computing (Harris 2008), Grid computing distributed control from
sdigital ecosystem (Briscoe & Wilde, 2006)) sustainability from autonomic
computing (Kephart et al 2003) computing and cloud computing. It is a multi-
lease platform that enables different enterprises to collaborate on the same
platform since their demands and concerns are similar.

Public Cloud:It's a multi-tenant platform that lets many firms collaborate on
the same platform if their demands and concerns are comparable.
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A cloud service provider makes its cloud infrastructure accessible to the public
on a commercial basis. On comparison to other deployment choices, this
allows a customer to design and launch a service in the cloud with relatively
minimal cost investment.

Hybrid cloud: A hybrid cloud architecture consists of two or more
independent, autonomous cloud infrastructures, yet connected by standardized
or proprietary technology which enables data and application mobility (for
example: cloud bursting for load balancing between clouds).

Reasons for Integrating Cloud Computing in Education

The reasons why integration of cloud computing could be carried out in
Nigeria Institution include:

Learning Disruptions: Uncertainties like insecurity (incessant killings, rape
and kidnap) and epidemics and pandemics diseases had often disrupted the
educational system in Nigeria. The coronavirus pandemic lockdowns is a clear
example. However, with the adoption of Cloud Computing e-learning, students
can stay in their comfort zone to learn without necessarily converging together.
Limited Facilities for research: Education and Research are paramount keys
sectors targeted as visions of Millennium Development Goal (MGDS) for all
institutions. Cloud Computer implementation together with e-learning and a
research portal connected to on-line libraries will fast-track the educational
research process in this sector and thereafter attain the MDGs.

Limited Education Opportunities:Educational opportunities are those that
allow people to gain information and skills, as well as build the capacity to live
a comfortable and independent life. Lack of applicable skills, on the other
hand, means lower lifetime wages and a greater probability of unemployment.
Individuals with low educational attainment have less possibilities to expand
their knowledge and cognitive, social, and emotional capabilities (OECD,
2010d). Education is a significant instrument for fostering social development
and improving social outcomes (Woessmann, 2008). Indeed, poor levels of
educational achievement and skills are connected to a variety of economic and
social issues, such as adolescent pregnancies and unhealthy behaviours (Cunha
and Heckman, 2007; Heckman, 2008). As a result, it is practical to deploy
cloud computing via ICT, which offers a wide range of skills and career
prospects to everyone regardless of time or location.
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Constraints on Student Performance: This has been seen at both public and
private secondary and postsecondary institutions. In many places of the globe,
it is also a topic of attention and concern (Asuru, 2002).

Benefits of adopting cloud computing

i. As a change agent for teaching and learning collaboration:
Information and communication technologies (ICT) are influencing and
transforming every area of our lives (Adebayo, 2019). Introducing
online learning, teaching, and research cooperation might be a
technique for developing nations to become more equitable (Fagbola,
2016).

ii. Scale Economics, No Capital Expenditures, and On-Demand:
Kshetri (2010) outlined the several advantages of cloud computing.
Higher education institutions should adopt cloud computing for three
key reasons, according to Skiba (2011): economies of scale, no capital
expenditures, and on-demand services.

iii.  Sharing Capacity:It includes the capacity to share papers, collaborate
on editing, and efficiently manage versions of papers, media sources
for online courses, presentations,publications, research datasets and
syllabi(Skiba 2011).

iv.  Increment of Data Execution Time:Another compelling argument for
businesses to use the cloud is the opportunity to boost data execution
time.The case of the Washington Post processing 17,481 pages of data
(account of Hilary Clinton as first lady) over 200 Amazon (EC2) cloud
networks were used to enable searchable text and photographs is an
example of the cloud model's capacity.

v. Data storage management (backups):Arutyunov (2012) mentioned a
kind of new model in addition to the main ones proposed by NIST
namely Data-as-a-Service (DaaS).

Challenges to cloud computing adoption
1. Organizational risks (OGR):Cloud adoption might have a substantial
influence on a company's IT governance, compliance with industry
rules, in-house IT expertise, and IT strategy. Organizational concerns,
according to Okai (2014), include the security and confidentiality of
data stored in the cloud.
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2. Operational risks (OPR):Non-transparent cloud operating models
may result in rising hidden expenses, and cloud applications may
become momentarily unavailable or out-of-service.

3. Technical risks (TR): This results from the complexity of Cloud
infrastructure. Cloud users experience security threats both from
outside and inside the cloud (Arm burst, 2010).

1. Legal risks (LR):Okai, (2014) raised the point clearly that legal issues
of

2. an organization could find itself in an unwanted legal disputes that can
run into years due to laws surrounding location where data are stored.

Problems of implementing cloud computing in Nigeria
Nnadozie (2013) highlighted the following as some of the addressable
problems of implementing cloud computing in Nigeria.

I.  Unreliable Power Supply: Nigeria's unreliable power supply has been
a key hindrance to the adoption of cloud computing in the nation
(Omo-Ettu, 2011).

ii. Lack of political will for true ICT growth: According to the
president of the Institute of Software Practitioners of Nigeria (ISPON),
promoting indigenous software and infrastructure firms would assure
the country's ICT growth and development (Uwaje, 2013). In related
news, the Director-General of Nigeria's National Information
Technology Growth Agency (NITDA) remarked that a key impediment
to ICT development in the country is a lack of political will (Anyaye,
2010).

iii.  Corruption: According to Oruame (2008), "... details are surfacing on
how ICT initiatives have just ended up as conduit pipes via which
billions of dollars from the public purse have been stolen into private
bank accounts."

iv.  Poor internet service persistence: This has been linked to the high
cost of delivering network services (Opeke, 2013).

Conclusion

This paper introduced Cloud Computing as a tool that can salvage the
educational system from all forms of uncertainties and highlighted the major
benefits as being cost efficiency, enhanced availability, low environmental
impact etc. while the constrains include data insecurity among others.
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Suggestions

The following recommendations are made from this paper presentation
on challenges and prospects of implementing cloud computing in Nigeria:

I.  The country's unreliability of power supply must be treated seriously
and addressed as soon as feasible. This is due to the fact that power is
critical in the operation of data centres.

ii. Cloud service providers should ramp up their public awareness
campaigns to educate the public about the advantages and hazards of
cloud adoption by Nigerian businesses.

iii.  More cloud service providers are required in the nation to stimulate
competition, which would lower the cost of cloud services. This would
increase the technology's attractiveness to businesses.

iv.  More data centres should be built in the nation to enhance access to
cloud computing resources, lower access prices, boost security
monitoring, and safeguard local content.

v. A solid legislative framework for data protection should be in place,
and it should follow worldwide best practices.
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